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Please accept the attached filing on behalf of Argonaut Insurance Company, a member of Argo Group.  With this submission,
we are making a modification filing to the Commercial Programs – Equine Monoline General Liability Program.

FORM FILING DESCRIPTION

This filing revises mandatory and optional exclusionary endorsements for use with the Commercial General Liability coverage
part. These endorsements replace all existing exclusions related to electronic data and confidential or personal information and
updates the existing confidential information exclusion language with a comprehensive cyber exclusion that is meant to clarify
the coverage intended to be provided.

Revised Forms:
ELP442-0220
ELP443-0220
ELP444-0220

Forms Being Replaced:
ELP442-1018
ELP443-1018
ELP444-1018

RULE FILING DESCRIPTION

This filing revises the following rules in the ISO Commercial Lines Manual to reflect the introduction of the new Exclusion –
Cyber Injury, Electronic Data, And Confidential Or Personal Information endorsements that are being filed in the corresponding
Forms filing:

Division Six - Commercial General Liability
Rule 22. Description Of Commercial General Liability Coverage
Rule 36. Description Of Additional Optional Endorsements
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THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY. 

ELP442-0220 Includes copyrighted material of Insurance Services Office, Inc.,  Page 1 of 2 
 with its permission. 

EXCLUSION – CYBER INJURY, ELECTRONIC DATA, 
AND CONFIDENTIAL OR PERSONAL INFORMATION 

– WITH LIMITED BODILY INJURY EXCEPTION 
 
This endorsement modifies insurance provided under the following: 
COMMERCIAL GENERAL LIABILITY COVERAGE PART 
COMPREHENSIVE PERSONAL LIABILITY COVERAGE PART 
EQUINE PERSONAL LIABILITY COVERAGE PART 
 
A. The exclusion below is added for all coverages, with the exception of any Medical Payments 

coverage, and replaces any existing exclusions related to electronic data and/or confidential or 
personal information. 
This insurance does not apply to: 

Cyber Injury, Electronic Data, And Confidential Or Personal Information  
Damages, loss, costs and expenses, including all fines and penalties, arising out of: 
(1) “Cyber injury”;  
(2) The loss of, loss of use of, damage to, corruption of, inability to access, or inability to 

manipulate “electronic data”; or   
(3) Any access to, or loss, destruction, disclosure, disruption, inspection, modification, recording, 

release, review, use, collection, processing, or storage of, any person's or organization's 
confidential or “personal information”, including but not limited to patents, trade secrets, 
processing methods, customer lists, financial information, credit card information, biometric or 
health information or any other type of nonpublic information. 

This includes any claim, “suit”, or other legal proceeding, administrative action or hearing arising 
out of Paragraphs (1) through (3) above, including but not limited to those initiated prior to, or 
pending as of, the inception date of this policy. 
However, with respect to Paragraphs (1) and (2) above, this exclusion does not apply to damages 
because of “bodily injury”. 

B. The following definitions are added with respect to the provisions of this endorsement: 
“Cyber injury” means any actual, alleged or suspected, intentional or unintentional, breach of or 
unauthorized access to any data, software, hardware, or computer system, wherever located, that 
results in: 
a. Oral or written publication, in any manner, of material that violates a person’s right of privacy; 
b. Inability to access any website or any computer system; 
c. Release, introduction, transmission or facilitation of any “malicious code”; 
d. Forensic or investigative expenses; 
e. Extortion or terrorism acts or threats; 
f. Monitoring or notification costs or expenses; 
g. Crisis management or public relations expenses; 
h. Data or system recovery, repair, replacement or restoration expenses;  

 



ELP442-0220 Includes copyrighted material of Insurance Services Office, Inc.,  Page 2 of 2 
 with its permission. 

i. Business interruption-related losses or expenses; or 
j. Losses arising out of fraudulent instructions transmitted by electronic means, including through 

social engineering. 
“Electronic data” means information, facts or programs stored as or on, created or used on, or 
transmitted to or from computer software, including systems and applications software, hard or floppy 
disks, CD-ROMs, tapes, drives, cells, data processing devices or any other media which are used 
with electronically controlled equipment.  
“Malicious code” means, but is not limited to, any virus, Trojan horse, worm, spyware, logic bomb, 
adware, malware or other similar software program. 
“Personal information” means any personally identifying information or data about an individual, as 
defined by foreign, federal, state or local laws, statutes or regulations. 

 ALL OTHER TERMS AND CONDITIONS OF THE POLICY REMAIN UNCHANGED. 



THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY. 

ELP443-0220 Includes copyrighted material of Insurance Services Office, Inc.,  Page 1 of 2 
with its permission. 

EXCLUSION – CYBER INJURY, ELECTRONIC DATA, 
AND CONFIDENTIAL OR PERSONAL INFORMATION 

 
This endorsement modifies insurance provided under the following: 
COMMERCIAL GENERAL LIABILITY COVERAGE PART 
COMPREHENSIVE PERSONAL LIABILITY COVERAGE PART 
EQUINE CARE, CUSTODY, OR CONTROL COVERAGE FORM PLAN A 
EQUINE CARE, CUSTODY, OR CONTROL COVERAGE FORM PLAN B 
EQUINE PERSONAL LIABILITY COVERAGE FORM 
 
A. The exclusions below are added for all coverages, with the exception of any Medical Payments 

coverage, and replace any existing exclusions related to electronic data and/or confidential or 
personal information. 
This insurance does not apply to: 

Cyber Injury, Electronic Data, And Confidential Or Personal Information  
Damages, loss, costs and expenses, including all fines and penalties, arising out of: 
(1) “Cyber injury”;  
(2) The loss of, loss of use of, damage to, corruption of, inability to access, or inability to 

manipulate “electronic data”;   
(3) Any access to, or loss, destruction, disclosure, disruption, inspection, modification, recording, 

release, review, use, collection, processing, or storage of, any person's or organization's 
confidential or “personal information”, including but not limited to patents, trade secrets, 
processing methods, customer lists, financial information, credit card information, biometric or 
health information or any other type of nonpublic information; or 

(4) Any claim, “suit”, or other legal proceeding, administrative action or hearing arising out of 
Paragraphs (1) through (3) above, including but not limited to those initiated prior to, or 
pending as of, the inception date of this policy. 

B. The following definitions are added with respect to the provisions of this endorsement: 
“Cyber injury” means any actual, alleged or suspected, intentional or unintentional, breach of or 
unauthorized access to any data, software, hardware, or computer system, wherever located, that 
results in: 
a. Oral or written publication, in any manner, of material that violates a person’s right of privacy; 
b. Inability to access any website or any computer system; 
c. Release, introduction, transmission or facilitation of any “malicious code”; 
d. Forensic or investigative expenses; 
e. Extortion or terrorism acts or threats; 
f. Monitoring or notification costs or expenses; 
g. Crisis management or public relations expenses; 
h. Data or system recovery, repair, replacement or restoration expenses;  
i. Business interruption-related losses or expenses; or 
j. Losses arising out of fraudulent instructions transmitted by electronic means, including 

through social engineering. 



 

ELP443-0220 Includes copyrighted material of Insurance Services Office, Inc.,  Page 2 of 2 
 with its permission.  

“Electronic data” means information, facts or programs stored as or on, created or used on, or 
transmitted to or from computer software, including systems and applications software, hard or floppy 
disks, CD-ROMs, tapes, drives, cells, data processing devices or any other media which are used 
with electronically controlled equipment.  
“Malicious code” means, but is not limited to, any virus, Trojan horse, worm, spyware, logic bomb, 
adware, malware or other similar software program. 
“Personal information” means any personally identifying information or data about an individual, as 
defined by foreign, federal, state or local laws, statutes or regulations. 

ALL OTHER TERMS AND CONDITIONS OF THE POLICY REMAIN UNCHANGED. 



THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY. 

ELP444-0220 Includes copyrighted material of Insurance Services Office, Inc.,  Page 1 of 2 
 with its permission. 

EXCLUSION – CYBER INJURY, ELECTRONIC DATA, 
AND CONFIDENTIAL OR PERSONAL INFORMATION 

– PERSONAL AND ADVERTISING INJURY 
 
This endorsement modifies insurance provided under the following: 
 
COMMERCIAL GENERAL LIABILITY COVERAGE PART 
 
A. The exclusion below is added to Paragraph 2. Exclusions of SECTION I − COVERAGES, 

PERSONAL AND ADVERTISING INJURY LIABILITY: 
This insurance does not apply to: 
Cyber Injury, Electronic Data, And Confidential Or Personal Information  

Any “personal and advertising injury” arising out of: 
(1) “Cyber injury”;  
(2) The loss of, loss of use of, damage to, corruption of, inability to access, or inability to 

manipulate “electronic data”; or 
(3) Any access to, or loss, destruction, disclosure, disruption, inspection, modification, recording, 

release, review, use, collection, processing, or storage of, any person's or organization's 
confidential or “personal information”, including but not limited to patents, trade secrets, 
processing methods, customer lists, financial information, credit card information, biometric or 
health information or any other type of nonpublic information. 

This exclusion applies even if damages are claimed for: 
(1)  Notification costs, credit monitoring expenses, forensic expenses or public relations 

expenses;  
 (2) Any claim, “suit”, or other legal proceeding, administrative action or hearing, including but not 

limited to those initiated prior to, or pending as of, the inception date of this policy; or  
(3)  Any other loss, cost or expense incurred by you or others, including all fines and penalties; 
arising out of that which is described above. 

B. The following definitions are added with respect to the provisions of this endorsement: 
“Cyber injury” means any actual, alleged or suspected, intentional or unintentional, breach of or 
unauthorized access to any data, software, hardware, or computer system, wherever located, that 
results in: 

a. Oral or written publication, in any manner, of material that violates a person’s right of privacy; 
b. Inability to access any website or any computer system; 
c. Release, introduction, transmission or facilitation of any “malicious code”; 
d. Forensic or investigative expenses; 
e. Extortion or terrorism acts or threats; 
f. Monitoring or notification costs or expenses; 
g. Crisis management or public relations expenses; 
h. Data or system recovery, repair, replacement or restoration expenses;  



ELP444-0220 Includes copyrighted material of Insurance Services Office, Inc.,  Page 2 of 2 
 with its permission. 

i. Business interruption-related losses or expenses; or 
j. Losses arising out of fraudulent instructions transmitted by electronic means, including 

through social engineering. 
“Electronic data” means information, facts or programs stored as or on, created or used on, or 
transmitted to or from computer software, including systems and applications software, hard or floppy 
disks, CD-ROMs, tapes, drives, cells, data processing devices or any other media which are used 
with electronically controlled equipment.  
“Malicious code” means, but is not limited to, any virus, Trojan horse, worm, spyware, logic bomb, 
adware, malware or other similar software program. 
“Personal information” means any personally identifying information or data about an individual, as 
defined by foreign, federal, state or local laws, statutes or regulations. 
 

ALL OTHER TERMS AND CONDITIONS OF THE POLICY REMAIN UNCHANGED. 



CYBERNOTICE4-0220 Includes copyrighted material of Insurance Services Office, Inc., Page 1 of 1  
 with its permission. 

EXCLUSION - CYBER INJURY, ELECTRONIC DATA, AND 
CONFIDENTIAL OR PERSONAL INFORMATION 

 

ADVISORY NOTICE TO POLICYHOLDERS 
 
This Notice does not form part of your policy. No coverage is provided by this Notice nor can it be construed to 
replace any provision of your policy. You should read your policy for complete information on the coverages you 
are provided. If there is any conflict between the Policy and this Notice, THE PROVISIONS OF THE POLICY 
SHALL PREVAIL. 
 
Carefully read your policy, including the endorsements attached to your policy. 
 
This Notice provides information concerning the following new endorsements, which apply to your renewal policy 
being issued by us: 
 
ELP442-0220 – EXCLUSION – CYBER INJURY, ELECTRONIC DATA, AND CONFIDENTIAL OR PERSONAL 
INFORMATION – WITH LIMITED BODILY INJURY EXCEPTION 
 
When this endorsement is attached to your policy: 
 

 Coverage is excluded for damages arising out of any access to or disclosure of confidential or personal 
information, or out of “cyber injury,” as defined in the endorsement. This is a reinforcement of coverage. 

 If your policy covers “personal and advertising injury” liability, to the extent that any “cyber injury” results in 
an oral or written publication that violates a person's right of privacy, this may result in a reduction in 
coverage. 

 
ELP443-0220 – EXCLUSION – CYBER INJURY, ELECTRONIC DATA, AND CONFIDENTIAL OR PERSONAL 
INFORMATION 
 
When this endorsement is attached to your policy: 
 

 Coverage is excluded for damages arising out of any access to or disclosure of confidential or personal 
information, or out of “cyber injury,” as defined in the endorsement. With regards to access to or disclosure 
of confidential or personal information, this is a reinforcement of coverage. With regards to “cyber injury,” 
the attachment of this endorsement will result in a reduction of coverage due to the deletion of an 
exception with respect to damages because of bodily injury arising out of “cyber injury.” 

 If your policy covers “personal and advertising injury” liability, to the extent that any “cyber injury” results in 
an oral or written publication that violates a person's right of privacy, this may result in a reduction in 
coverage. 

 
ELP444-0220 – EXCLUSION – CYBER INJURY, ELECTRONIC DATA, AND CONFIDENTIAL OR PERSONAL 
INFORMATION – PERSONAL AND ADVERTISING INJURY 
 
When this endorsement is attached to your policy, coverage is excluded for “personal and advertising injury” 
arising out of any access to or disclosure of confidential or personal information, or out of any “cyber injury.” To 
the extent that any “cyber injury” results in an oral or written publication that violates a person's right of privacy, 
this may result in a reduction in coverage.  
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CYBERNOTICE4-
10180220 

Includes copyrighted material of Insurance Services Office, Inc., Page 1 of 1  

 with its permission. 

EXCLUSION- ACCESS OR DISCLOSURE OF 
 - CYBER INJURY, ELECTRONIC DATA, AND 

CONFIDENTIAL OR PERSONAL INFORMATION 
AND CYBER INJURY 

 

ADVISORY NOTICE TO POLICYHOLDERS 
 
This Notice does not form part of your policy. No coverage is provided by this Notice nor can it be construed to 
replace any provision of your policy. You should read your policy for complete information on the coverages you 
are provided. If there is any conflict between the Policy and this Notice, THE PROVISIONS OF THE POLICY 
SHALL PREVAIL. 
 
Carefully read your policy, including the endorsements attached to your policy. 
 
This Notice provides information concerning the following new endorsements, which apply to your renewal policy 
being issued by us: 
 
ELP442-10180220 – EXCLUSION – ACCESS OR DISCLOSURE OF CYBER INJURY, ELECTRONIC DATA, 
AND CONFIDENTIAL OR PERSONAL INFORMATION AND CYBER INJURY – WITH LIMITED BODILY 
INJURY EXCEPTION 
 
When this endorsement is attached to your policy: 
 

 Coverage is excluded for damages arising out of any access to or disclosure of confidential or personal 
information, or out of “cyber injury,” as defined in the endorsement. This is a reinforcement of coverage. 

 If your policy covers “personal and advertising injury” liability, to the extent that any “cyber injury” results in 
an oral or written publication that violates a person's right of privacy, this may result in a reduction in 
coverage. 

 
ELP443-10180220 – EXCLUSION – ACCESS OR DISCLOSURE OF CYBER INJURY, ELECTRONIC DATA, 
AND CONFIDENTIAL OR PERSONAL INFORMATION AND CYBER INJURY  
 
When this endorsement is attached to your policy: 
 

 Coverage is excluded for damages arising out of any access to or disclosure of confidential or personal 
information, or out of “cyber injury,” as defined in the endorsement. With regards to access to or disclosure 
of confidential or personal information, this is a reinforcement of coverage. With regards to “cyber injury,” 
the attachment of this endorsement will result in a reduction of coverage due to the deletion of an 
exception with respect to damages because of bodily injury arising out of “cyber injury.” 

 If your policy covers “personal and advertising injury” liability, to the extent that any “cyber injury” results in 
an oral or written publication that violates a person's right of privacy, this may result in a reduction in 
coverage. 

 
ELP444-10180220 – EXCLUSION – CYBER INJURY, ELECTRONIC DATA, AND CONFIDENTIAL OR 
PERSONAL INFORMATION – PERSONAL AND ADVERTISING INJURY 
 
When this endorsement is attached to your policy, coverage is excluded for “personal and advertising injury” 
arising out of any access to or disclosure of confidential or personal information, or out of any “cyber injury.” To 
the extent that any “cyber injury” results in an oral or written publication that violates a person's right of privacy, 
this may result in a reduction in coverage.  

 

 



THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY. 

ELP442-10180220 Includes copyrighted material of Insurance Services Office, Inc.,  Page 1 of 2 
 with its permission. 
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EXCLUSION – ACCESS OR DISCLOSURE OF CYBER 
INJURY, ELECTRONIC DATA, AND CONFIDENTIAL 

OR PERSONAL INFORMATION  
AND CYBER INJURY – WITH  

LIMITED BODILY INJURY EXCEPTION 
 
This endorsement modifies insurance provided under the following: 

COMMERCIAL GENERAL LIABILITY COVERAGE PART 
COMPREHENSIVE PERSONAL LIABILITY COVERAGE PART 
EQUINE PERSONAL LIABILITY COVERAGE PART 
 
A. The exclusionsexclusion below areis added for all coverages, with the exception of any Medical 

Payments coverage, and replacereplaces any existing exclusions related to electronic data and/or 
confidential or personal information. 

This insurance does not apply to: 

Cyber Injury, Electronic Data, And Confidential Or Personal Information  

(1) Damages arising out of “cyber injury,”, loss, costs and expenses, including all fines and 
penalties; or , arising out of: 

(2) Any claim or “suit” arising out of any litigation, proceeding, or administrative action or hearing 
brought prior to or pending as of the inception date of this policy, arising out of “cyber injury.” 

This exclusion does not apply to damages because of “bodily injury.” 

Confidential Information 

(1) Any access to or“Cyber injury”;  

(2) The loss of, loss of use of, damage to, corruption of, inability to access, or inability to 
manipulate “electronic data”; or   

(3) Any access to, or loss, destruction, disclosure of, disruption, inspection, modification, 
recording, release, review, use, collection, processing, or storage of, any person's or 
organization's confidential or “personal information,”, including but not limited to patents, trade 
secrets, processing methods, customer lists, financial information, credit card information, 
biometric or health information or any other type of nonpublic information. 

This includes any claim, “suit”, or other legal proceeding, administrative action or hearing arising 
out of Paragraphs (1) through (3) above, including but not limited to those initiated prior to, or 
pending as of, the inception date of this policy. 

However, with respect to Paragraphs (1) and (2) above, this exclusion does not apply to damages 
because of “bodily injury”. 

B. The following definitions are added with respect to the provisions of this endorsement: 

“Cyber injury” means any actual, alleged or suspected, intentional or unintentional, breach of or 
unauthorized access to any data, software or, hardware, or computer system, wherever located, that 
results in: 

a. Loss, destruction, disclosure, disruption, inspection, modification, recording, release, review 
or use of “personal information”; 
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b.a. Oral or written publication, in any manner, of material that violates a person’s right of privacy; 

c.b. Inability to access any website or any electroniccomputer system; 

d.c. Release, introduction, transmission or facilitation of any “malicious code”; 

e.d. Forensic or investigative expenses; 

f.e. Extortion or terrorism acts or threats; 

g.f. Monitoring or notification costs or expenses; 

h.g. Crisis management or public relations expenses; 

i.h. Data or system recovery, repair, replacement or restoration expenses; or 

 

j.i. Business interruption-related losses or expenses.; or 

j. Losses arising out of fraudulent instructions transmitted by electronic means, including through 
social engineering. 

“Electronic data” means information, facts or programs stored as or on, created or used on, or 
transmitted to or from computer software, including systems and applications software, hard or floppy 
disks, CD-ROMs, tapes, drives, cells, data processing devices or any other media which are used 
with electronically controlled equipment.  

“Malicious code” means, but is not limited to, any virus, Trojan horse, worm, spyware, logic bomb, 
adware, malware or other similar software program. 

“Personal information” means any personal or personally, identifiable or identifying information or 
data about an individual, as defined by foreign, federal, state or local laws, statutes or regulations. 

 ALL OTHER TERMS AND CONDITIONS OF THE POLICY REMAIN UNCHANGED. 
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THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY. 

ELP443-10180220 Includes copyrighted material of Insurance Services Office, Inc.,  Page 1 of 2 
with its permission. 

EXCLUSION – ACCESS OR DISCLOSURE OF CYBER 
INJURY, ELECTRONIC DATA, AND CONFIDENTIAL 

OR PERSONAL INFORMATION  
AND CYBER INJURY 

 
This endorsement modifies insurance provided under the following: 

COMMERCIAL GENERAL LIABILITY COVERAGE PART 
COMPREHENSIVE PERSONAL LIABILITY COVERAGE PART 
EQUINE CARE, CUSTODY, OR CONTROL COVERAGE FORM PLAN A 
EQUINE CARE, CUSTODY, OR CONTROL COVERAGE FORM PLAN B 
EQUINE PERSONAL LIABILITY COVERAGE FORM 
 
A. The exclusions below are added for all coverages, with the exception of any Medical Payments 

coverage, and replace any existing exclusions related to electronic data and/or confidential or 
personal information. 

This insurance does not apply to: 

Cyber Injury, Electronic Data, And Confidential Or Personal Information  

Damages arising out of “cyber injury,”, loss, costs and expenses, including all fines and penalties;, 
arising out of: 

(1) “Cyber injury”;  

(1)(2) The loss of, loss of use of, damage to, corruption of, inability to access, or inability to 
manipulate “electronic data”;   

(2) Any claimaccess to, or “suit” arising out of any litigation, proceeding, or administrative action 
or hearing brought prior to or pending as of the inception date of this policy, arising out of 
“cyber injury.” 

Confidential Information 

(3) Any access to orloss, destruction, disclosure, disruption, inspection, modification, recording, 
release, review, use, collection, processing, or storage of, any person's or organization's 
confidential or “personal information,”, including but not limited to patents, trade secrets, 
processing methods, customer lists, financial information, credit card information, biometric or 
health information or any other type of nonpublic information.; or 

(4) Any claim, “suit”, or other legal proceeding, administrative action or hearing arising out of 
Paragraphs (1) through (3) above, including but not limited to those initiated prior to, or 
pending as of, the inception date of this policy. 

B. The following definitions are added with respect to the provisions of this endorsement: 

“Cyber injury” means any actual, alleged or suspected, intentional or unintentional, breach of or 
unauthorized access to any data, software or, hardware, or computer system, wherever located, 
that results in: 

a. Loss, destruction, disclosure, disruption, inspection, modification, recording, release, review 
or use of “personal information”; 

b.a. Oral or written publication, in any manner, of material that violates a person’s right of privacy; 

c.b. Inability to access any website or any electroniccomputer system; 
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d.c. Release, introduction, transmission or facilitation of any “malicious code”; 

e.d. Forensic or investigative expenses; 

f.e. Extortion or terrorism acts or threats; 

g.f. Monitoring or notification costs or expenses; 

h.g. Crisis management or public relations expenses; 

i.h. Data or system recovery, repair, replacement or restoration expenses; or 

j.i. Business interruption-related losses or expenses.; or 

j. Losses arising out of fraudulent instructions transmitted by electronic means, including 
through social engineering. 

“Electronic data” means information, facts or programs stored as or on, created or used on, or 
transmitted to or from computer software, including systems and applications software, hard or floppy 
disks, CD-ROMs, tapes, drives, cells, data processing devices or any other media which are used 
with electronically controlled equipment.  

“Malicious code” means, but is not limited to, any virus, Trojan horse, worm, spyware, logic bomb, 
adware, malware or other similar software program. 

 

“Personal information” means any personal or personally, identifiable or identifying information or 
data about an individual, as defined by foreign, federal, state or local laws, statutes or regulations. 

 ALL OTHER TERMS AND CONDITIONS OF THE POLICY REMAIN UNCHANGED. 



THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY. 
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EXCLUSION – ACCESS OR DISCLOSURE OF CYBER 
INJURY, ELECTRONIC DATA, AND CONFIDENTIAL 

OR PERSONAL INFORMATION  
AND CYBER INJURY –  

– PERSONAL AND ADVERTISING INJURY 
 
This endorsement modifies insurance provided under the following: 
 
COMMERCIAL GENERAL LIABILITY COVERAGE PART 
 
A. The following exclusions are added for the Personal and Advertising Injury Liability coverage, and 

replace any existing exclusions related to electronic data and/or confidential information: 
A. The exclusion below is added to Paragraph 2. Exclusions of SECTION I − COVERAGES, 

PERSONAL AND ADVERTISING INJURY LIABILITY: 

This insurance does not apply to: 

Cyber Injury, Electronic Data, And Confidential Or Personal Information  

Any “personal and advertising injury” arising out of “cyber: 

(1) “Cyber injury,” including all fines and penalties; or”;  

(2) Any claim or “suit” arising out of any litigation, proceeding, or administrative action or hearing 
brought prior to or pending as of the inception date of this policy, arising out of “cyber injury.” 

Confidential Information 

(2) Any access to orThe loss of, loss of use of, damage to, corruption of, inability to access, or 
inability to manipulate “electronic data”; or 

(3) Any access to, or loss, destruction, disclosure, disruption, inspection, modification, recording, 
release, review, use, collection, processing, or storage of, any person's or organization's 
confidential or “personal information,”, including but not limited to patents, trade secrets, 
processing methods, customer lists, financial information, credit card information, biometric or 
health information or any other type of nonpublic information. 

This exclusion applies even if damages are claimed for: 

(1)  Notification costs, credit monitoring expenses, forensic expenses or public relations 
expenses;  

 (2) Any claim, “suit”, or other legal proceeding, administrative action or hearing, including but not 
limited to those initiated prior to, or pending as of, the inception date of this policy; or  

(3)  Any other loss, cost or expense incurred by you or others, including all fines and penalties; 

arising out of that which is described above. 

B. The following definitions are added with respect to the provisions of this endorsement: 

“Cyber injury” means any actual, alleged or suspected, intentional or unintentional, breach of or 
unauthorized access to any data, software or, hardware, or computer system, wherever located, that 
results in: 

a. Loss, destruction, disclosure, disruption, inspection, modification, recording, release, review 
or use of “personal information”; 
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b.a. Oral or written publication, in any manner, of material that violates a person’s right of 

privacy; 

c.b. Inability to access any website or any electroniccomputer system; 

d.c. Release, introduction, transmission or facilitation of any “malicious code”; 

e.d. Forensic or investigative expenses; 

f.e. Extortion or terrorism acts or threats; 

g.f. Monitoring or notification costs or expenses; 

h.g. Crisis management or public relations expenses; 

i.h. Data or system recovery, repair, replacement or restoration expenses; or 

j.i. Business interruption-related losses or expenses.; or 

j. Losses arising out of fraudulent instructions transmitted by electronic means, including 
through social engineering. 

“Electronic data” means information, facts or programs stored as or on, created or used on, or 
transmitted to or from computer software, including systems and applications software, hard or floppy 
disks, CD-ROMs, tapes, drives, cells, data processing devices or any other media which are used 
with electronically controlled equipment.  

“Malicious code” means, but is not limited to, any virus, Trojan horse, worm, spyware, logic bomb, 
adware, malware or other similar software program. 

“Personal information” means any personal or personally, identifiable or identifying information or 
data about an individual, as defined by foreign, federal, state or local laws, statutes or regulations.  

 

ALL OTHER TERMS AND CONDITIONS OF THE POLICY REMAIN UNCHANGED. 
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